CONFIDENTIALITY NOTICE

The attached report (the “Report”) was prepared solely for the benefit and use of Digital Realty Trust, L.P.
(together with its affiliates and subsidiaries, the “Company”) and, for limited purposes in accordance with the
requirements of the American Institute of Certified Public Accountants, the Company’s existing user entities
and their user entities, each of their auditors and certain prospective user entities identified by the Company
(each, a “permitted recipient”). No other parties are authorized to access the Report. The Report contains
confidential information of the Company and you agree to maintain the confidentiality of the Report and not
disclose the Report, in whole or in part, to any third party that is not a permitted recipient.

Unauthorized use, reproduction or distribution of the Report, in whole or in part, is strictly prohibited. You will
immediately notify the Company upon discovery of any loss or unauthorized disclosure of the Report. The
Company makes no representation or warranty related to the Report, including the sufficiency of the services
detailed in the Report. Your access to the Report is subject to your agreement, on behalf of yourself and any other
permitted recipient, with which you share the Report, to the terms and conditions set forth in this Confidentiality Notice.

By clicking on “l ACCEPT” below, you acknowledge that you and any other permitted recipient with which you share
the Report agree to be bound by the terms and conditions of this Confidentiality Notice. Such acceptance and
agreement shall be deemed to be as effective as a written signature by you, on behalf of yourself and any other
permitted recipient witch which you share the Report, and this Confidentiality Notice shall be deemed to satisfy any
writings requirements under any applicable law, notwithstanding that this Confidentiality Notice is written and accepted
electronically.

If a party that is not a permitted recipient of the Report comes into possession of the Report, such party must
immediately return the Report to the Company, use of the Report by such party is strictly prohibited and such
party may not rely on the Report and do not acquire any rights against Schellman & Company, LLC or the
Company as a result of such possession. Further, neither Schellman & Company, LLC nor the Company
assumes any duties or obligations to any such party who obtains the Report without permission and/or has
unauthorized access to it.

IF ARECIPIENT IS NOT WILLING TO ACCEPT THE REPORT ON THE TERMS AND CONDITIONS SET FORTH IN
THIS CONFIDENTIALITY NOTICE, IT MUST RETURN THE REPORT TO THE COMPANY IMMEDIATELY WITHOUT
DOWNLOADING OR MAKING ANY COPIES OR USE OF THE REPORT IN WHOLE OR IN PART.

The recipient agrees that it would be impossible or inadequate to measure and calculate the Company’s damages from
any breach of the covenants set forth in this Confidentiality Notice. Accordingly, the recipient agrees that if it or its user
entities, representatives or any other party to which it provides the Report breaches the terms and conditions set forth
herein, the Company will have available, in addition to any other right or remedy available, the right to obtain from any
court of competent jurisdiction an injunction restraining such breach or threatened breach and specific performance of
any such provision, without proof of actual damages. The recipient further agrees that no bond or other security shall
be required in obtaining such equitable relief and the recipient hereby consents to the issuances of such injunction and
to the ordering of such specific performance.

This Confidentiality Notice supplements any other agreement between a permitted recipient and the Company or its
user entities with respect to the Report and supplements all prior understandings and agreements relating thereto. This
Confidentiality Notice shall be governed by and construed in accordance with the law of the State of California, without
regard to principles of conflicts of law.
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(Double-click icon attachment above to view report) (Close document and do not view report)

Digital Realty also makes available the SOC 3 report, which is designed for users who need assurance about the
controls at a service organization relevant to security, availability, processing integrity, confidentiality, or privacy, but do
not have the need for a SOC 1 or SOC 2 report. For such users and prospective users as well as any party unwilling
or unable to accept the confidentiality terms for accessing Digital Realty’'s SOC 1 or SOC 2 reports, Digital Realty
requires the use of the SOC 3 report. Any distributions of Digital Realty’s SOC 1, SOC 2 and SOC 3 reports should be
in accordance with the AICPA distribution guidance. Current Digital Realty SOC 3
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This report is intended solely for use by the management of Digital Realty Trust, L.P., user entities of
Digital Realty Trust, L.P.’s and/or its subsidiaries’ services, and other parties who have sufficient
knowledge and understanding of Digital Realty Trust, L.P.’s and/or its subsidiaries’ services covered by
this report (each referred to herein as a “specified user”).

If a report recipient is not a specified user (herein referred to as a "non-specified user"), use of this report
is the non-specified user's sole responsibility and at the non-specified user's sole and exclusive risk.
Non-specified users may not rely on this report. No party acquires any rights against Schellman &
Company, LLC, or Digital Realty Trust, L.P., or its subsidiaries (including their affiliates) as a result of
access to this report. Further, neither Schellman & Company, LLC nor Digital Realty Trust, L.P. nor any
of its subsidiaries (including their affiliates) assume any duties or obligations to any party who obtains
this report and/or has access to it.

Unauthorized use, reproduction or distribution of this report, in whole or in part, is strictly prohibited.
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INDEPENDENT SERVICE AUDITOR’S REPORT

To Digital Realty Trust, L.P. (together with its subsidiaries, “Digital Realty” or the “service organization”):

Scope

We have examined Digital Realty Trust, L.P.’s (“Digital Realty” or “service organization”) description of its Data
Center Services system at the Lyonerstrasse, Frankfurt, Germany facility throughout the period January 1, 2020,
to December 31, 2020 (the “description”), and the suitability of the design and operating effectiveness of controls
included in the description to achieve the related control objectives stated in the description, based on criteria
identified in “Management’s Assertion” in Section 2 (the “assertion”). The controls and control objectives included
in the description are those that management of Digital Realty believes are likely to be relevant to user entities’
internal control over financial reporting, and the description does not include those aspects of the Data Center
Services system that are not likely to be relevant to user entities’ internal control over financial reporting.

The description indicates whether certain control objectives specified in the description can be achieved only if
complementary user entity controls assumed in the design of Digital Realty’s controls are suitably designed and
operating effectively, along with related controls at the service organization. Our examination did not extend to
such complementary user entity controls, as applicable, and we have not evaluated the suitability of the design or
operating effectiveness of such complementary user entity controls.

The information included in Section 5, “Other Information Provided by Management” is presented by management
of Digital Realty to provide additional information and is not a part of Digital Realty’s description of its Data Center
Services system made available to user entities during the period January 1, 2020, to December 31, 2020.
Information in Section 5 has not been subjected to the procedures applied in the examination of the description of
the Data Center Services system and of the suitability of the design and operating effectiveness of controls to
achieve the related control objectives stated in the description of the Data Center Services system.

Service Organization’s Responsibilities

In Section 2, Digital Realty has provided an assertion about the fairness of the presentation of the description and
suitability of the design and operating effectiveness of the controls to achieve the related control objectives stated
in the description. Digital Realty is responsible for preparing the description and for the assertion, including the
completeness, accuracy, and method of presentation of the description and the assertion, providing the services
covered by the description, specifying the control objectives and stating them in the description, identifying the risks
that threaten the achievement of the control objectives, selecting the criteria stated in the assertion, and designing,
implementing, and documenting controls that are suitably designed and operating effectively to achieve the related
control objectives stated in the description.

Service Auditor’s Responsibilities

Our responsibility is to express an opinion on the fairness of the presentation of the description and on the suitability
of the design and operating effectiveness of the controls to achieve the related control objectives stated in the
description, based on our examination.

Our examination was conducted in accordance with attestation standards established by the American Institute of
Certified Public Accountants (AICPA) and International Standard on Assurance Engagements (ISAE) 3402,
Assurance Reports on Controls at a Service Organization, issued by the International Auditing and Assurance
Standards Board. Those standards require that we plan and perform the examination to obtain reasonable
assurance about whether, in all material respects, based on the criteria in management’s assertion, the description
is fairly presented and the controls were suitably designed and operating effectively to achieve the related control
objectives stated in the description throughout the period January 1, 2020, to December 31, 2020. We believe that
the evidence we obtained is sufficient and appropriate to provide a reasonable basis for our opinion.





An examination of a description of a service organization’s system and the suitability of the design and operating
effectiveness of controls involves:

e Performing procedures to obtain evidence about the fairness of the presentation of the description and the
suitability of the design and operating effectiveness of the controls to achieve the related control objectives
stated in the description, based on the criteria in management’s assertion;

e Assessing the risks that the description is not fairly presented and that the controls were not suitably
designed or operating effectively to achieve the related control objectives stated in the description;

e Testing the operating effectiveness of those controls that management considers necessary to provide
reasonable assurance that the related control objectives stated in the description were achieved; and

e Evaluating the overall presentation of the description, suitability of the control objectives stated in the
description, and suitability of the criteria specified by the service organization in its assertion.

Service Auditor’s Independence and Quality Control

We have complied with the independence and other ethical requirements of the Code of Professional Conduct
established by the AICPA.

We applied the Statements on Quality Control established by the AICPA and, accordingly, maintain a
comprehensive system of quality control.

Inherent Limitations

The description is prepared to meet the common needs of a broad range of user entities and their auditors who
audit and report on user entities’ financial statements and may not, therefore, include every aspect of the system
that each individual user entity may consider important in its own particular environment. Because of their nature,
controls at a service organization may not prevent, or detect and correct, all misstatements in Data Center Services.
Also, the projection to the future of any evaluation of the fairness of the presentation of the description, or
conclusions about the suitability of the design of the controls to achieve the related control objectives, is subject to
the risk that controls at a service organization may become ineffective.

Description of Tests of Controls

The specific controls tested and the nature, timing, and results of those tests are listed in Section 4 (the “Testing
Matrices”).

Opinion
In our opinion, in all material respects, based on the criteria described in Digital Realty’s assertion in Section 2,

a. the description fairly presents the Data Center Services system that was designed and implemented
throughout the period January 1, 2020, to December 31, 2020;

b. the controls related to the control objectives stated in the description were suitably designed to provide
reasonable assurance that the control objectives would be achieved if the controls operated effectively
throughout the period January 1, 2020, to December 31, 2020, and as applicable, subservice organizations
and user entities applied the complementary controls assumed in the design of Digital Realty’s controls
throughout the period January 1, 2020, to December 31, 2020; and

c. the controls operated effectively to provide reasonable assurance that the control objectives stated in the
description were achieved throughout the period January 1, 2020, to December 31, 2020, if, as applicable,
complementary subservice organization and user entity controls assumed in the design of Digital Realty’s
controls operated effectively throughout the period January 1, 2020, to December 31, 2020.

Restricted Use

This report, including the description of the tests of controls and results thereof in the Testing Matrices, is intended
solely for the information and use of management of Digital Realty, user entities of Digital Realty’s Data Center
Services system during some or all of the period January 1, 2020, to December 31, 2020, and their auditors who
audit and report on such user entities’ financial statements or internal control over financial reporting and have a
sufficient understanding to consider it, along with other information, including information about controls





implemented by user entities themselves, when assessing the risks of material misstatement of user entities’
financial statements. This report is not intended to be, and should not be, used by anyone other than the specified
parties.
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Tampa, Florida
March 19, 2021



Steve Mindrup

S&C-LLC
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MANAGEMENT’S ASSERTION

We have prepared the description of Digital Realty Trust, L.P.’s (“Digital Realty”) Data Center Services system for
user entities of the system throughout the period January 1, 2020, to December 31, 2020 (the “description”), for
user entities of the system during some or all of the period January 1, 2020, to December 31, 2020, and their
auditors who audit and report on such user entities’ financial statements or internal control over financial reporting
and have a sufficient understanding to consider it, along with other information, including information about controls
implemented by user entities of the system themselves, when assessing the risks of material misstatement of user
entities’ financial statements.

The description indicates whether certain control objectives specified in the description can be achieved only if
complementary user entity controls assumed in the design of Digital Realty’s controls are suitably designed and
operating effectively, along with related controls at Digital Realty. The description does not extend to controls of
the user entities.

We confirm, to the best of our knowledge and belief, that:

a. the description fairly presents the Data Center Services system made available to user entities of the system
during some or all of the period January 1, 2020, to December 31, 2020, for Data Center Services. The
criteria we used in making our assertion were that the description:

i. presents how the system made available to user entities of the system was designed and
implemented to process relevant user entity transactions, including, as applicable:

(1) the types of services provided including, as appropriate, the classes of transactions
processed;

(2) the procedures, within both automated and manual systems, by which those services are
provided, including, as appropriate, procedures by which transactions are initiated,
authorized, recorded, processed, corrected as necessary, and transferred to reports and
other information prepared for user entities of the system;

(3) the information used in the performance of the procedures including, if applicable, related
accounting records, whether electronic or manual, and supporting information involved in
initiating, authorizing, recording, processing, and reporting transactions; this includes the
correction of incorrect information and how information is transferred to the reports and
other information prepared for user entities;

(4) how the system captures and addresses significant events and conditions, other than
transactions;

(5) the process used to prepare reports and other information provided for entities;

(6) services performed by a subservice organization, if any, including whether the carve-out
method or the inclusive method has been used in relation to them;

(7) the specified control objectives and controls designed to achieve those objectives,
including as applicable, complementary user entity controls and complementary
subservice organization controls assumed in the design of Digital Realty’s controls; and

(8) other aspects of our control environment, risk assessment process, information and
communication systems (including the related business processes), control activities, and
monitoring activities that are relevant to the services provided,;

ii. includes relevant details of changes to the Data Center Services system during the period covered
by the description; and





does not omit or distort information relevant to the scope of the Data Center Services system, while
acknowledging that the description is prepared to meet the common needs of a broad range of user
entities of the system and their user auditors, and may not, therefore, include every aspect of the
Data Center Services system that each individual user entity of the system and its auditor may
consider important in its own particular environment; and

b. the controls related to the control objectives stated in the description were suitably designed and operating
effectively throughout the period January 1, 2020, to December 31, 2020, to achieve those control
objectives if, as applicable, user entities applied complementary controls assumed in the design of Digital
Realty’s controls throughout the period January 1, 2020, to December 31, 2020. The criteria we used in
making this assertion were that:

the risks that threaten the achievement of the control objectives stated in the description have been
identified by management of Digital Realty;

the controls identified in the description would, if operating effectively, provide reasonable
assurance that those risks would not prevent the control objectives stated in the description from
being achieved; and

the controls were consistently applied as designed, including whether manual controls were applied
by individuals who have the appropriate competence and authority.

Please note: the term “to the best of our knowledge and belief’, and similar phrases utilized herein shall mean and
refer to the actual current knowledge, as of the date of this assertion, of the Senior Vice President of Global

Operations.
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OVERVIEW OF OPERATIONS

Company Background

Digital Realty Trust, L.P. (together with its subsidiaries, “Digital Realty”) delivers comprehensive space, power, and
interconnection solutions that enable its customers and partners to connect with each other and service their own
customers on a global technology and real estate platform. Digital Realty is a leading global provider of data center,
colocation, and interconnection solutions for customers across a variety of industry verticals ranging from cloud and
information technology services, communications and social networking to financial services, manufacturing,
energy, healthcare, and consumer products. Digital Realty supports the data center, colocation, and
interconnection strategies of more than 4,000 firms across its secure, network-rich portfolio of data centers located
throughout North America, Europe, Asia, Latin America, Australia and Africa.

Description of Services Provided

Digital Realty provides flexible, secure, and reliable data center solutions on a global basis for corporate enterprise
users, colocation and managed services providers, and international network, and telecom providers. It's twenty-
four hours per day, seven days per week, and three hundred sixty-five days per year on-site staff, consisting
primarily of data center engineers and security personnel, is responsible for the maintenance, monitoring, and
operation of the power, cooling, and ancillary building systems, and physical security at Digital Realty-owned and
managed facilities. The properties are “carrier neutral” facilities allowing access to all communications carriers and
direct contracting between customers and carriers. The Data Center Services consist of physical and environmental
protection services including, but not limited to, the following:

e Physical security

e Heating, ventilation, and air conditioning (HVAC)
e Fire detection and fire suppression

e Power

o Network connectivity

¢ Remote hands

Digital Realty Data Center Interconnection Services

The data center interconnection services consist of services including, but not limited to, the following:
e Cross-Connect (Cross-Connect, Pack, Riser Fiber, Intra-customer Connectivity, and Metro Cross-Connect)
¢ Digital Realty Internet Exchange (DRIX)
e Dedicated Internet Access (DIA)

e Service Exchange

Data Center Interconnection Products

Digital Realty cross-connect products enable customers to connect directly to a wide variety of communications
service providers, enterprises, or other customers. These products are typically provided for a recurring monthly
fee per connection. The Internet Exchange product enables customers to establish public or private peering with
other members of the Internet Exchange on a fully managed intermediary switch device. The interconnection
products are predominantly direct connections via passive cross-connects, however, Digital Realty also manages
connectivity services for the convenience of our customers.

The Data Center Services environment is an information technology general control (ITGC) system, and user
entities are responsible for the procedures, by which transactions are initiated, authorized, recorded, processed,
corrected as necessary, and transferred to reports and other information presented to them; additionally, user
entities are responsible for the procedures and controls governing the related accounting records, supporting





information, and specific accounts that are used to initiate, authorize, record, process, and report transactions
processed within Data Center Services; this includes the correction of incorrect information and how information is
transferred to the reports and other information prepared for those user entities.

The Data Center services system described and covered in this report excludes services provided by (i) Interxion I
B.V. and its subsidiaries, which are subsidiaries of Digital Realty, and (ii) joint ventures of which Digital Realty is
directly or indirectly an equity owner, unless the report states otherwise.

Boundaries of the System

A system is designed, implemented, and operated to achieve specific business objectives in accordance with
management-specified requirements. The purpose of the system description is to delineate the boundaries of the
system, which includes the services outlined above and the five components described below: infrastructure,
software, people, procedures, and data specific to the Lyonerstrasse, Frankfurt, Germany, facility.

Subservice Organizations

No subservice organizations were included in the scope of this examination.

Digital Realty’s Data Center Services system was designed with the assumption that no subservice organization
controls were required in the design of Digital Realty’s controls; therefore, no control objectives related to Digital
Realty’s Data Center Services system are dependent upon complementary subservice organization controls that
are suitably designed and operating effectively, along with the related controls at Digital Realty.

Significant Changes During the Review Period

In early March 2020 - in response to the COVID-19 pandemic and safety protocols, Digital Realty transitioned to
minimum critical onsite data center staffing levels. Due to reduced onsite staff, Digital Realty implemented modified
maintenance protocols where certain preventive maintenance activities for physical and environmental systems
were not completed in accordance with Digital Realty’s predefined maintenance calendar. Digital Realty confirmed
that the functioning of these systems were still actively monitored on a 24x7 basis and thus did not impact the
service commitments to its customers.

Functional Areas of Operations

Digital Realty’s Senior Vice President of Global Operations oversees maintenance and monitoring platforms of all
the data center facilities, assuring that each set of functional specialists is properly trained, and that systems and
processes are in place to assure proper coordination between such specialists to assure continual facilities uptime,
system-wide security consciousness, and consistent service execution. The Senior Vice President of Global
Operations oversees functional teams consisting of electrical and mechanical engineering specialists.

Digital Realty employs regional vice presidents of technical operations, regional directors of technical operations
and regional managers of technical operations who are responsible for process, quality, and compliance with all
aspects of technical operations and engineering functions. These individuals have significant experience with the
operation and maintenance of diverse mission critical electrical and mechanical equipment. Core groups supporting
day-to-day operations include the following:

e Site Engineering — Responsible for operation and maintenance of diverse mission critical electrical and
mechanical equipment. Develops detailed specifications and bills of materials for customer installations.
Ensures that colocation and interconnection inventory is accurately updated and maintained.

e Security — Responsible for 24x7 monitoring of the building, administration of physical access systems, and
responding to alerts/events.

e Site Management — Primary point of contact for all customer inquiries. Responsible for non-technical
operations of the site. Performs all billing, lease, and financial reporting functions.

e Customer Services — Escalation point for addressing customer needs. Responsible for event management,
including problem and incident management coordination, corporate escalations, and communications
(emergency response mode activation), after event reporting/documentation coordination and release,





emergency management coordination, corporate and customer documentation and off-site support for site
and/or customer communications.

e Provisioning — Documents customer orders for new cross-connects and maintains the cross-connects
inventory.

Infrastructure

The infrastructure supporting the Data Center Services includes the actual data center building, the suites within,
security cameras, physical access control devices, interconnection routers, and switches and the servers supporting
the applications noted below. The building is also equipped with uninterruptible power supply (UPS), fire detection,
and suppression systems, back-up generators, and HVAC systems to protect against threats to environmental
security.

The primary in-scope systems utilized for delivery of the Data Center Services are for both the physical access
control system applications and the logical access to interconnection routers and switches. These commercial
badge access applications utilize Windows operating systems and are used to provision, de-provision, and manage
user access to the building and suites contained within. Network device login and access is governed by an access
control system tied to directory services. These devices serve as interconnection devices that provide data
forwarding between internal networks and Ethernet exchanges. The routers and switches consist of Cisco, Juniper,
and Dell networking devices.

Secondary applications utilized to support delivery of the Data Center Services include:

o Digital Realty DMZ application — utilized for provisioning individual IDs for third party team members to
access InSite/ServiceNow.

e Building Management System (BMS) — the BMS is utilized by the site engineering team to monitor and
control environmental systems.

o Network Monitoring Application — the network management application utilized to detect, and log changes
made to network device configurations.

e Salesforce — the third-party cloud-based customer relationship management (CRM) system utilized to track
network changes, cross-connects, and complex installations through completion.

e ServiceNow/Insite — the third-party cloud-based Integrated Work Order Management System with
Maintenance Management, Security Access & Authorization, Incident Reporting, & Customer Request
modules.

The Data Center Services system is limited to the data center services and related infrastructure maintained by
Digital Realty and does not include user entity systems, or the Internet connectivity utilized for accessing their
environments.

Data Management

The data relevant to the in-scope systems include user access information, access lists, and physical and
environmental event logs and reports. User account information is submitted through the online customer service
system and the request (provisioning/de-provisioning) is executed in the physical security access system. Access
to this data is limited to authorized personnel through logical access controls for the in-scope systems and
considered as classified information by Digital Realty personnel.

Digital Realty does not have access to customer data. Customer data, including data maintained on back-up media
or servers, is not included in the scope of this assessment.





The following table describes the data used and supported by the system.

Data Used and Supported by the System

Data Description Data Reporting Classification

This data is not reported to
customers unless required for
investigative purposes.

Physical security data that include access logs and
video surveillance images.

Classified
Environmental security monitoring log data This data is not reported to
regarding the status of the environmental customers unless required for
monitoring systems. investigative purposes.

Environmental security data that include inspection
reports for fire detection, fire suppression, water
intrusion, cooling systems, power equipment (UPS,
generator, etc.), humidity, etc.

This data is not reported to
customers unless required for Restricted
investigative purposes.

CONTROL ENVIRONMENT

The control environment at Digital Realty is the foundation for the other areas of internal control. It sets the tone of
the organization and influences the control consciousness of its personnel. The components of the control
environment factors include integrity and ethical values; management's commitment to competence; its
organizational structure; the assignment of authority and responsibility; and the oversight and direction provided by
the board of directors and operations management.

Integrity and Ethical Values

The effectiveness of controls cannot rise above the integrity and ethical values of the people who create, administer,
and monitor them. Integrity and ethical values are essential elements of Digital Realty’s control environment,
affecting the design, administration, and monitoring of other components.

Integrity and ethical behavior are the products of Digital Realty’s ethical and behavioral standards, how they are
communicated, and how they are reinforced in practice. They include management’s actions to remove or reduce
incentives and temptations that might prompt personnel to engage in dishonest, illegal, or unethical acts. They also
include the communication of ethical values and behavioral standards to personnel through policy statements and
codes of conduct, as well as by example. Specific control activities that Digital Realty has implemented in this area
are described below.

e Organizational policy statements and codes of conduct are in place to communicate ethical values and
behavioral standards to personnel.

o Employees certify their receipt and understanding of organizational policies and codes of conduct and attest
to their review, understanding and compliance with these policies through an annual survey
acknowledgement.

o Employees and contractors are required to sign a confidentiality agreement agreeing to not disclose
proprietary or confidential information, including customer information, to unauthorized parties.

e Background checks are performed on employees as a component of the hiring process.

Board of Directors and Audit Committee Oversight

Digital Realty’s control consciousness is influenced by its board of directors and audit committee. Attributes that
contribute toward this influence include the board of directors’ collective professional experience, involvement in,
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and scrutiny of, company activities, performing its fiduciary duties, and interaction with the company’s internal and
external auditors as well as the degree to which difficult questions are raised and pursued with management. The
board of directors consists of eleven directors, including a chairman, who participate in regularly scheduled
meetings to ensure key information is received in a timely manner. The audit committee meets on a regular basis
with management and the internal and external auditors to discuss the financial reporting process, system of internal
controls, significant comments and recommendations, and management's performance.

Organizational Structure and Assignment of Authority and Responsibility

Digital Realty’s organizational structure provides the framework within which its activities for achieving entity-wide
objectives are planned, executed, controlled, and monitored. Digital Realty’s management believes that
establishing a relevant organizational structure includes considering key areas of authority and responsibility and
lines of reporting. Digital Realty has developed an organizational structure suited to its needs. This organizational
structure is based, in part, on its size, and the nature of its activities.

Digital Realty’s assignment of authority and responsibility includes factors such as how authority and responsibility
for operating activities are assigned and how reporting relationships and authorization hierarchies are established.
In addition, it includes policies and communications directed at ensuring that personnel understand the entity’s
objectives, know how their individual actions interrelate and contribute to those objectives, and recognize how, and
for what, they will be held accountable. Specific control activities that Digital Realty has implemented in this area
are described below.

e Organizational charts are in place to communicate key areas of authority, responsibility, and lines of
reporting to personnel. The organizational charts are available to employees.

e Organizational and departmental structures are used to help ensure a clear segregation of duties
throughout the organization.

e Managers are responsible for encouraging training and development so that personnel continue to qualify
for their functional responsibilities.

Commitment to Competence

Digital Realty management defines competence as the knowledge and skills necessary to accomplish tasks that
define employees’ roles and responsibilities. Its commitment to competence includes management’s consideration
of the competence levels for particular jobs and how those levels translate into requisite skills and knowledge.
Training of personnel is conducted through supervised on-the-job training, externally offered seminars, and in-
house courses. Specific control activities that Digital Realty has implemented is this area are described below.

o Employment verification procedures are in place to qualify the skills of interview candidates during the hiring
process.

e Management has considered the competence levels for particular jobs and translated required skills and
knowledge levels into written position requirements.

e Management has developed a security awareness training program to maintain the skill level of personnel
regarding security best practices.

Accountability

Digital Realty management’s philosophy and operating style encompass a broad range of characteristics. Such
characteristics include management’s approach to taking and monitoring business risks and management’s
attitudes toward information processing, accounting functions, and personnel. Specific control activities that Digital
Realty has implemented in this area are described below.

e Internal leadership meetings and operational business unit management meetings are conducted to
discuss current operations and forecast projects.





Management uses key performance indicators, such as important financial measures and operational
statistics, to assess performance.

Management periodically reviews and measures performance against the key performance indicators.

Management is periodically briefed on industry and regulatory changes impacting services provided.

Digital Realty’s HR policies and practices relate to employee hiring, orientation, training, evaluation, counseling,
promotion, compensation, and disciplinary activities. Specific control activities that Digital Realty has implemented
in this area are described below.

Hiring policies include background checks comprised of highest education, employment, and criminal
clearance.

Employee performance evaluations are completed on an annual basis.

Personnel are provided with on-the-job training, externally offered seminars, and in-house courses.

RISK ASSESSMENT

The risk assessment process involves a dynamic process that includes the identification and analysis of risks that
pose a threat to the organization’s ability to perform the services. The process first starts with determining the
organization’s objectives as these objectives are key to understanding the risks and allows the identification and
analysis of those risks relative to the objectives. Management has committed to customers to carry out certain
objectives in relation to the services provided. These commitments are documented and reviewed as part of
customer contracts and specific service level agreements (SLAs) to ensure that the operations, reporting, and
compliance objectives are aligned with the commitments and company’s mission.

Risk Identification

Digital Realty has established processes to identify and manage risks that could affect the organization's ability to
provide reliable services for user entities. The primary risk categories include risk of critical building system failure
and risk of physical security compromise. Digital Realty employs a Vice President of Risk Management to support
risk assessment and mitigation.

The risk of critical building system failure has a non-customer specific component which is largely static and a
customer specific component that is slightly different for each customer. The non-customer specific component
relates to the proper maintenance, monitoring and operations of the core infrastructure building systems, including
the normal, emergency, and uninterruptible power supply and the central cooling plants. Risks to these systems
are assessed initially via third party commissioning activities and regularly thereafter by way of multi-tiered proactive
monitoring activities. Customer specific risks typically relate to the proper loading of electrical panels and the proper
hardware footprint with respect to cooling tolerances. These risks are assessed initially by the customer and Digital
Realty’s Sales Engineering team during the design of each customer’s interior space and monitoring/maintenance
activity is planned accordingly.

Risk Factors

Management considers risks that can arise from both external and internal factors including the following:

External Factors

Technological developments
Changing customer needs or expectations

Competition that could alter marketing or service activities





o New legislation and regulation that could force changes in policies and strategies
o Natural catastrophes that could lead to changes in operations or information systems

e Economic changes that could have an impact on management decisions

Internal Factors
e Significant changes in policies, processes, or personnel
e Types of fraud

e Fraud incentives, pressures, and opportunities for employees as well as employee attitudes and
rationalizations for fraud

e Adisruption in information systems processing
e The quality of personnel hired and methods of training utilized

e Changes in management responsibilities

Risk Analysis

Physical security risks consist primarily of risks associated with access violation and hardware/software misuse.
These risks are assessed upon initial design of the space. Digital Realty’s Physical Security team continually
assesses local or time-specific risks and customers are advised to periodically update and review access
authorization rights.

On at least an annual basis, risks are assessed to identify threats to the achievement of the security and availability
objectives and commitments. Identified risks and threats are documented and the risks are rated along with
mitigation strategies. Based on these ratings, a table-top exercise is performed at each data center facility on an
annual basis. As part of the annual exercise, property team members complete an online training course and each
property team then conducts the table-top exercise for the specific threat.

In addition, Digital Realty holds weekly change management meetings at which upcoming maintenance or other
events that could impact the building systems or security environment are detailed. Customers are asked for input
and event scheduling is adjusted to suit timing sensitivities. Significant issues are elevated to senior management
as appropriate.

Integration with Control Objectives

Along with assessing risks, management has identified and put into effect actions needed to address those risks.
In order to address risks, control objectives have been defined for each significant risk area. Control activities are
then defined to serve as mechanisms for managing the achievement of those objectives and help ensure that the
actions associated with those risks are carried out properly and efficiently.

CONTROL OBJECTIVES AND RELATED CONTROL ACTIVITIES

Selection and Development of Control Activities

Control activities are a part of the process by which Digital Realty strives to achieve its business objectives. Digital
Realty has applied a risk management approach to the organization in order to select and develop control activities.
After relevant risks have been identified and evaluated, control activities are established to meet the overall
objectives of the organization.





The establishment of control activities is inclusive of general control activities over technology. The management
personnel of Digital Realty evaluate the relationships between business processes and the use technology to
perform those processes to determine the dependencies on technology. The security management processes for
the technology, along with other factors, are analyzed to define and establish the necessary control activities to
achieve control objectives that include technology.

The establishment of the control activities is enforced by defined policies and procedures that specifically state
management’s directives for Digital Realty personnel. The policies serve as the rules that personnel must follow
when implementing certain control activities. The procedures are the series of steps the personnel should follow
when performing business or technology processes and the control activities that are components of those
processes. After the policies, procedures and control activities are all established, each are implemented,
monitored, reviewed, and improved when necessary.

Digital Realty’s control objectives and related control activities are included below and also in Section 4 (the “Testing
Matrices”) of this report.

The description of the service auditor’s tests of operating effectiveness and the results of those tests are also
presented in the Testing Matrices, adjacent to the service organization’s description of control activities. The
description of the tests of operating effectiveness and the results of those tests are the responsibility of the service
auditor and should be considered information provided by the service auditor.

Physical Security

Control Objective: Control activities provide reasonable assurance that business premises and information systems
are protected from unauthorized access, damage, and interference.

Digital Realty’s physical security policies are documented in the operations and maintenance document which is
distributed to the Site Management and Security teams at the local data center facilities. Physical security of the
building is controlled through limited access points. Physical security of the suites is controlled through a badge
and/or biometric reader. Access to master keys is restricted to personnel from the Security, Engineering and Site
Management teams.

New security personnel are required to undergo orientation training and existing security personnel are required to
complete annual refresher training course(s).

Visitor Procedures

All visitors are required to check-in with the Security team and must provide valid government-issued photo ID to
verify their identity. Visitors must sign-in and provide the name of the Digital Realty or customer personnel they will
be meeting with. The visitor will either be pre-authorized by designated Digital Realty or customer personnel or will
be provided escorted access by an authorized customer or Digital Realty representative. Authorized employees
and customer personnel are issued a permanent badge.

Monitoring

Security personnel present at security guard stations monitor both the interior and exterior of the building through
closed-circuit TV (CCTV). The data center is under 24-hour CCTV camera surveillance, which is recorded.
Cameras are also deployed within the suites and surrounding areas to monitor the security of exits and entrances.
These recordings are retained for a minimum of 90 days and may be used for investigative purposes, as required.

Security personnel at the security guard stations also monitor card activity for access points to the building and the
suites. If there are any alerts (e.g., a card reader bypass by a master key, a door being held open for an extended
time, etc.), the system initiates an audible alert and displays the logged event. Security personnel investigate the
issue and once the issue is resolved, they acknowledge the event in the physical security access system to evidence
the response.

Incident Response

Security personnel respond to security incidents and involve the resources (e.g., Digital Realty management, fire
department, police, etc.) to achieve resolution. The security incidents are documented in an Incident Report
database and reported to Digital Realty Portfolio Security management for their review. In the event of a high
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impact security event (i.e., a security breach), such events are also communicated to impacted employees or
customers.

Customer Contact List

For every customer, a list of customer personnel that can approve user access requests is maintained. This list is
referred to as the customer contact list. Customers may update the customer contact lists directly through the
customer portal or by submitting changes to Digital Realty Security and Site Management personnel, as necessary.

User Access Requests and Provisioning

Security personnel will issue badges or grant access for a customer's employees or contractors based on
documented approvals obtained from an authorized approver identified in the corresponding customer contact list.
Security personnel will issue badges or grant access for Digital Realty’s employees or contractors based on
approvals obtained from Digital Realty’s Site Management or Site Engineering team.

User Access Revocation

Access to the building is disabled through the physical security access system upon request by the authorized
customer or Digital Realty personnel. For Digital Realty employee and contractor terminations, Human Resources
(HR) sends a notification via the ticketing system that is routed to the physical security access system
administrators. Digital Realty employee or contractor access is disabled in the physical security access system
upon notification. A confirmation e-mail is sent upon removal and tracked in the ticketing system.

Internal Security Assessment Program

An internal security assessment program is performed annually by the Portfolio Security team as part of the “Digital
Operating Excellence Program”. The Digital Operating Excellence Program is a quality assurance program
including three separate assessments: (1) Security Operations Assessment, (2) Operations Assessment, (3)
Property Operations Assessment. As part of the program, the directors of the Site Management team and directors
of strategic partners along with each property team evaluate their current operating procedures and address any
areas which are inconsistent with standard operating procedures.

Environmental Security

Control Objective: Control activities provide reasonable assurance that critical information technology infrastructure
is protected from certain environmental threats.

The Site Engineering team uses an online BMS to monitor and control the environmental systems that support the
building and the suites. The Site Engineering team tracks alerts through to resolution.

Uninterruptible Power Supply (UPS / Batteries)

UPS systems are in place to ensure uninterrupted power supply in case of a power outage. The current operational
state of the UPS systems is monitored by site personnel. Preventative maintenance is performed on at least an
annual basis.

Computer Room Air Conditioner (CRAC) / Computer Room Air Handler (CRAH)

The CRAC / CRAH systems control and monitor temperature and humidity levels within the building and the suites.
The chilling loop system has a cooling capacity greater than the required cooling capacity. The units are monitored
and any drop or increase in temperature or humidity levels outside of a pre-set threshold will trigger an alert that
will be sent to the Site Engineering team. Preventative maintenance is performed on at least an annual basis.

Fire Suppression; Fire and Smoke Detection

The fire suppression systems are double interlock pre-action systems. These systems require two triggers — a
fusible link melting and a signal from the pre-action detection system. Unless both of these triggers are initiated,
water does not enter the water mist fire suppression or sprinkler piping system. Fire and smoke detectors are
present throughout the building and the suites. Fire extinguishers are present throughout the building and the
suites. Preventative maintenance is performed on at least an annual basis.





Generators

There are generators in place to support the base building and the suites in an event of a prolonged power failure.
The current operational state of each of the generators is monitored by site personnel. Preventative maintenance
is performed on at least an annual basis.

INFORMATION AND COMMUNICATION SYSTEMS

Digital Realty has integrated operations systems and monitoring and detection systems, such as the BMS, that
allow pertinent information to be identified, captured, and communicated, in sufficient detail, and in a timeframe,
that allows employees to carry out their responsibilities. Digital Realty’s information systems provide information to
help identify risks and opportunities, and high-quality information to manage and control activities. Information
systems are relied upon for the achievement of company-level and process/application-level objectives.

Communication

Digital Realty has implemented information systems to help ensure that employees understand their individual roles
and responsibilities and that significant events are communicated. These methods include orientation and training
for new employees and the use of e-mail messages to communicate time-sensitive information. Employees are
encouraged to communicate with their supervisor or executive management.

Digital Realty has implemented various methods of communication to ensure that all employees understand their
individual roles and responsibilities related to processes and controls, and to help ensure that significant events are
communicated in a timely manner. These methods include orientation and training programs for newly hired
employees, a web-based knowledge base with a detailed Operations Guide, and the use of e-mail messages to
communicate time-sensitive messages and information. Managers also hold periodic staff meetings as appropriate.
Employees are responsible for communicating significant issues and exceptions to an appropriate higher level of
authority within the organization in a timely manner.

Personnel in Digital Realty's Customer Services team provide ongoing communication with customers. The
Customer Services team maintains records of incidents reported by customers and incidents noted during
processing and monitor such items until they are resolved. The Customer Services team supports the Site
Management team and communicates information regarding changes in processing schedules, system
enhancements, and other information to customers.

Internally, service requests associated with normal or emergency maintenance activities are distributed
electronically to Digital Realty technicians’ computers and/or handheld devices. Key Digital Realty personnel attend
weekly change management meetings to discuss ongoing and upcoming activities. These activities are
communicated to all customers at the facility who are invited to provide feedback on dates, timeframes, and related
matters regarding the activities.

Digital Realty’s Customer Handbook details protocols for communication with respect to critical technical issues
and security, including escalation protocols. Each Digital Realty customer is provided a single point of contact at
Digital Realty and Digital Realty works with each customer prior to occupancy to derive a custom reporting package
based on variables that such customer deems relevant, which can include maintenance reports, alarm indications,
access events and key power/cooling-related performance indicators.





MONITORING
Monitoring Activities

Monitoring is a process that assesses the quality of internal control performance over time. It involves assessing
the design and operation of controls and taking necessary corrective actions. This process is accomplished through
ongoing activities, separate evaluations, or a combination of the two. Monitoring activities also include using
information from communications from external parties, such as user entity complaints and regulatory comments,
that may indicate problems, or highlight areas in need of improvement.

Ongoing Monitoring

Digital Realty uses multiple methods to proactively monitor critical building systems related to physical security and
environmental controls. With respect to security and access control, Digital Realty’s Security personnel monitor
closed-circuit television feeds from cameras throughout the interior and exterior of the site, perform daily rounds
within the building and site, and log, and monitor access events via an access control software platform. Staff is
continually monitoring the building’s entrances and oversees shipping/receiving and visitor activity as necessary.
With respect to environmental controls, the Site Engineering team monitors the BMS in addition to receiving and
responding to alerts for any variations outside of the pre-set thresholds.

Internal and External Auditing

Digital Realty maintains an independent, objective, and professionally staffed internal audit function. Internal audit’s
main mission, in direct support of management, the board of directors, and the audit committee, is to provide
assurance as to the adequacy and effectiveness of the overall internal control environment. Internal audit shares
best practices, makes recommendations, and proposes ideas designed to further improve the service organization’s
overall control environment, thereby delivering cost savings, revenue enhancements, and process improvements.
The internal audit team is authorized to have unrestricted access to functions, records, property, and personnel and
has full and free access to the audit committee. Internal audit is responsible for conducting audits and reviews of
Digital Realty’s operational, financial, and information technology (IT) internal control environment. These may
encompass a single function or activity, a department, or an entire division.

Internal audit reports its findings and makes recommendations to managers who are responsible for implementing
them. Reports are also distributed to relevant members of senior management, the chair of the audit committee,
and the external auditor as appropriate. Internal audit meets with the audit committee and with senior management
during the year to report on plans, activities, findings, and concerns. Internal audit also monitors management’s
progress towards completion of required remediation.

Digital Realty supports many user entities in their efforts to meet the regulatory demands of their industry or
governing agency and has assisted user entities in successfully meeting the requirements of many certifications
and regulatory demands.

Evaluating and Communicating Deficiencies

Identified performance deficiencies reported by a customer, third party assessments, or the service organization’s
monitoring activities will be logged into an incident management system for investigation and resolution. Customer
complaints and comments are logged and reviewed to identify improvements in daily operations at each data center
location.





COMPLEMENTARY CONTROLS AT USER ENTITIES

Digital Realty’s Data Center Services system is designed with the assumption that certain controls will be
implemented by user entities. Such controls are called complementary user entity controls. It is not feasible for all
of the control objectives related to Digital Realty’s Data Center Services system to be solely achieved by Digital
Realty’s control activities. Accordingly, user entities, in conjunction with the Data Center Services system, should
establish their own internal controls or procedures to complement those of Digital Realty.

The following complementary user entity controls should be implemented by user entities to provide additional
assurance that the specified control objectives described within this report are met:

Control Activities Expected to be Implemented at User Entities Relate_d Cpntrol
Objective

User entities are responsible for ensuring their cabinets and / or cages are locked
and their equipment is secured prior to leaving the premises.

User entities are responsible for informing their vendors of Digital Realty’s policies
and procedures regarding conduct in the colocation facilities. Physical Security

User entities are responsible for providing Digital Realty the listing of individuals
authorized to access the colocation facilities, and for notifying Digital Realty if an
individual should be removed from the access list.
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SECTION 4

TESTING MATRICES
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TESTS OF OPERATING EFFECTIVENESS AND RESULTS OF TESTS

Scope of Testing

This report on the controls relates to the Data Center Services system provided by Digital Realty. The scope of the
testing was restricted to the Data Center Services system considered to be relevant to the internal control over
financial reporting of respective user entities. Schellman & Company, LLC (Schellman) conducted the examination
testing over the period January 1, 2020, through December 31, 2020.

Tests of Operating Effectiveness

The tests applied to test the operating effectiveness of controls are listed alongside each of the respective control
activities within the Testing Matrices. Such tests were considered necessary to evaluate whether the controls were
sufficient to provide reasonable, but not absolute, assurance that the specified control objectives were achieved
during the review period. In selecting the tests of controls, Schellman considered various factors including, but not
limited to, the following:

e The nature of the control and the frequency with which it operates;

e The control risk mitigated by the control;

e The effectiveness of entity-level controls, especially controls that monitor other controls;
e The degree to which the control relies on the effectiveness of other controls; and

o  Whether the control is manually performed or automated.

The types of tests performed with respect to the operational effectiveness of the control activities detailed in this
section are briefly described below:

Inquiry Inquired of relevant personnel with the requisite knowledge and experience regarding
the performance and application of the related control activity. This included in-person
interviews, telephone calls, e-mails, web-based conferences, or a combination of the
preceding.

Observation Observed the relevant processes or procedures during fieldwork. This included, but
was not limited to, witnessing the performance of controls or evidence of control
performance with relevant personnel, systems, or locations relevant to the
performance of control policies and procedures.

Inspection Inspected the relevant audit records. This included, but was not limited to, documents,
system configurations and settings, or the existence of sampling attributes, such as
signatures, approvals, or logged events. In some cases, inspection testing involved
tracing events forward to consequent system documentation or processes (e.g.
resolution, detailed documentation, alarms, etc.) or vouching backwards for
prerequisite events (e.g. approvals, authorizations, etc.).

Sampling

Consistent with American Institute of Certified Public Accountants (AICPA) authoritative literature, Schellman
utilizes professional judgment to consider the tolerable deviation rate, the expected deviation rate, the audit risk,
the characteristics of the population, and other factors, in order to determine the number of items to be selected in
a sample for a particular test. Schellman, in accordance with AICPA authoritative literature, selected samples in
such a way that the samples were expected to be representative of the population. This included judgmental
selection methods, where applicable, to ensure representative samples were obtained.
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System-generated population listings were obtained whenever possible to ensure completeness prior to selecting
samples. In some instances, full populations were tested in cases including but not limited to, the uniqueness of
the event or low overall population size.

Test Results

The results of each test applied are listed alongside each respective test applied within the Testing Matrices. Test
results not deemed as control deviations are noted by the phrase “No exceptions noted.” in the test result column
of the Testing Matrices. Any phrase other than the aforementioned, constitutes a test result that is the result of
non-occurrence, a change in the application of the control activity, or a deficiency in the operating effectiveness of
the control activity. Testing deviations identified within the Testing Matrices are not necessarily weaknesses in the
total system of controls at user entities, as this determination can only be made after consideration of controls in
place at user entities, and other factors. Control considerations that should be implemented by user entities in order
to complement the control activities and achieve the stated control objective are presented in the “Complementary
Controls at User Entities” within Section 3.

PHYSICAL SECURITY

Control Objective Specified Control activities provide reasonable assurance that business premises and
by the Service Organization: information systems are protected from unauthorized access, damage, and

interference.
Control Activity Specified Test Applied by
n by the Service Organization the Service Auditor D (R
1.01 | Physical security policies and Inspected the post orders and No exceptions noted.

procedures are in place to guide | security schedule to determine
personnel in the following that physical security policies
areas: and procedures were in place to
e Data center access for guide personnel in the following

employees, contractors, areas.

and visitors e Data center access for
e Security monitoring employees, contractors,

and visitors

e Security assessments and . o
access reviews e  Security monitoring

e  Security assessments and
access reviews

1.02  Site authorizers are utilized to Inquired of the site manager No exceptions noted.
approve permanent access to regarding data center access to
the data center. determine that site authorizers

were utilized to approve access
requests for individuals who
required permanent access to
the data center.

Inspected a sample of data No exceptions noted.
center access requests during

the review period to determine

that a site authorizer was

utilized to approve permanent

access to the data center for

each access request sampled.
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1.03

1.04

1.05

Control Activity Specified

by the Service Organization

Data center badge access
requests for Digital Realty
employees and contractors
require a completed badge
access request approved and
reviewed by site authorizers.

A termination notification ticket
is completed by HR and
physical access is revoked by
the corporate security team for
Digital Realty employee and
contractor terminations within
one business day of
termination.

Temporary access to the data
center must be pre-approved by
an access request.

Test Applied by
the Service Auditor Test Results

Inquired of the site manager No exceptions noted.
regarding data center access to

determine that data center

badge access requests for

employees and contractors

required a completed badge

access request approved by

site authorizers.

Inspected a sample of data No exceptions noted.
center access requests during

the review period to determine

that data center badge access

requests for Digital Realty

employees and contractors

required a completed badge

access request approved and

reviewed by site authorizers for

each access request sampled.

Inspected the termination
notification tickets and data
center access listings for a
sample of employees and
contractors terminated during
the review period to determine
that a termination notification
ticket was completed by HR,
and physical access was
revoked by the corporate
security team within one
business day of termination for
each terminated employee and
contractor sampled.

No exceptions noted.

Inquired of the site manager No exceptions noted.
regarding temporary data center

access to determine that

temporary access to the data

center was pre-approved by an

access request.

Inspected an example access
requests for a contractor and
visitor that were granted
temporary access to the data
center during the review period
to determine that access was
pre-approved by an access
request for contractors and
customers that required access
to the data center.

No exceptions noted.
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1.06

1.07

1.08

1.09

Control Activity Specified

by the Service Organization

Visitor logs are maintained for a
minimum of 90 days to
document visitor activity at the
data center.

Visitors are required to be
escorted by an authorized
employee, contractor, or
customer at times while in the
data center.

Security access controls (i.e.
physical barriers and doors,
card controlled entry points,
biometric scanning, video
surveillance and/or manned
reception desks) are utilized to
protect areas that contain
information and information
processing facilities.

Control mechanisms are in
place to limit physical access to
restricted data center areas
such as the raised floor and
transport areas.

Inspected the visitor log for the
data center during the review
period to determine that visitor
logs were maintained for a
minimum of 90 days to
document visitor activity at the
data center.

Inquired of the site manager
regarding visitor access to
determine that visitors were
required to be escorted by an
employee, contractor, or
customer at times while in the
data center.

Observed the visitor access
procedures at the data center to
determine that visitors were
required to be escorted by an
employee, contractor, or
customer at times while in the
data center.

Inquired of the site manager
regarding data center security
to determine that security
access controls were utilized to
protect areas that contained
information and information
processing facilities.

Observed the security access
controls at the data center to
determine that security access
controls were utilized to protect
areas that contained information
and information processing
facilities.

Inquired of the site manager
regarding data center security
to determine that control
mechanisms were in place to
limit physical access to
restricted data center areas
such as the raised floor and
transport areas.

Observed the facility entrances
and interior access points at
each data center to determine
that control mechanisms were
in place to limit physical access
to the raised floor, equipment
room and transport areas.

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

Test Applied by
the Service Auditor Test Results
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1.13

Control Activity Specified

by the Service Organization

Employees, customers,
contractors, and visitors
entering the data center must
present valid government-
issued photo identification or a
permanent Digital Realty issued
badge prior to entering the
facility.

Surveillance cameras are in
place to monitor and record
access to and within the data
center. Surveillance cameras
are located along the building
perimeters and within the data
center.

Digital surveillance systems are
configured to retain video
footage for the data center for a
minimum of 90 days.

Digital surveillance systems are
configured to retain video
footage for the data center for a
minimum of 90 days.

Badge access logs are
maintained for a minimum of 90
days to document badge activity
at the data center.

Test Applied by
the Service Auditor Test Results

Inquired of the site manager
regarding data center access
procedures to determine that
employees, customers,
contractors, and visitors
entering the data center were
required to provide valid
government-issued photo
identification or a permanent
Digital Realty issued badge
prior to entering the facility.

Observed the access
procedures at the data center to
determine that employees,
customers, contractors, and
visitors were required to provide
photo identification, or a
permanent Digital Realty issued
badge at the front security desk
upon entering the facility.

Observed the surveillance
cameras located throughout the
data center to determine that
surveillance cameras were in
place to monitor and record
access to and within the data
center and surveillance camera
were located along the building
perimeters and within the data
center.

Inspected digital surveillance
system images during the
review period to determine that
digital surveillance cameras
were configured to retain video
footage for the data center for a
minimum of 90 days.

Inspected digital surveillance
system images during the
review period for the data
center to determine that digital
surveillance systems were
configured to retain video
footage for the data center for a
minimum of 90 days.

Inquired of the site manager
regarding badge access to
determine that badge access
logs were retained for a
minimum of 90 days to
document badge activity at the
data center.

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

26





1.14

Control Activity Specified

by the Service Organization

Data center security personnel
undergo an annual certification
process to maintain awareness
and help ensure adherence to
current physical security
policies and procedures.

Access points such as delivery
and loading areas and other
points where unauthorized
persons may enter the premises
are controlled and, where
applicable, are isolated from
information processing facilities
to avoid unauthorized access.

Test Applied by
the Service Auditor Test Results

Inspected the badge access log = No exceptions noted.
for the data center during the

review period to determine that

badge access logs were

maintained for a minimum of 90

days to document badge activity

at the data center.

Inquired of the site manager
regarding security training to
determine that data center
security personnel underwent
an annual certification process
to maintain awareness and help
ensure adherence to current
physical security policies and
procedures.

No exceptions noted.

Inspected data access listings
and evidence of security
awareness training completion
for a sample of data center
security operations personnel
during the review period to
determine that data center
security personnel underwent
an annual certification process
to maintain awareness and help
ensured adherence to current
physical security policies and
procedures.

No exceptions noted.

Inquired of the site manager
regarding data center security
to determine that access points
such as delivery and loading
areas and other points where
unauthorized persons may
enter the premises were
controlled and, where
applicable, were isolated from
information processing facilities
to avoid unauthorized access.

No exceptions noted.

Observed the data center to
determine that access points
such as delivery and loading
areas and other points where
unauthorized persons may
enter the premises were
controlled and, where
applicable, were isolated from
information processing facilities
to avoid unauthorized access.

No exceptions noted.
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Control Activity Specified Test Applied by
by the Service Organization the Service Auditor D (R

1.16 | Access to the shipping and Inquired of the site manager No exceptions noted.
receiving areas at the data regarding data center security
center is restricted to authorized = to determine that access to the
personnel. shipping and receiving areas at

the data center was restricted to
authorized personnel.

Observed the shipping and No exceptions noted.
receiving procedures at each

data center to determine that

access to the shipping and

receiving areas at the data

center was restricted to

authorized personnel.

ENVIRONMENTAL SECURITY

Control Objective Specified Control activities provide reasonable assurance that critical information
by the Service Organization: technology infrastructure is protected from certain environmental threats.

Control Activity Specified Test Applied by
n by the Service Organization the Service Auditor [SSURCSENS

2.01 | Environmental security policies Inspected the environmental No exceptions noted.
and procedures are in place to security policies and procedures
guide personnel in the following | to determine that environmental

areas: security policies and procedures
e Equipment inspections were in place to guide
. ) personnel in the following
e Preventive maintenance areas:
schedules (internal and ) ) )
external maintenance * Equipment inspections
activities) e Preventive maintenance

schedules (internal and
external maintenance

activities)
2.02 | ABMS is configured to monitor | Inquired of the site manager No exceptions noted.
data center equipment regarding the BMS at the data
including, but not limited to, the = center to determine that a BMS
following: was configured to monitor

applicable data center
equipment that included the
following:

e Fire detection and
suppression systems

e HVAC units
e Generators
o UPS systems

e Fire detection and
suppression systems

e HVAC units
e Generators
e UPS systems
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2.03

2.04

2.05

Control Activity Specified

by the Service Organization

The BMS is configured to notify
data center staff via SMS alert
or e-mail alert when predefined
thresholds are exceeded on
monitored devices.

Power management systems
are in place at each data center.

Third party specialists inspect
the power management
systems on an annual basis.

Test Applied by
the Service Auditor Test Results

Observed the BMS monitoring No exceptions noted.
configurations to determine that

a BMS was configured to

monitor applicable data center

equipment that included the

following:

e Fire detection and
suppression systems

e HVAC units
e Generators
e UPS systems

Inquired of the site manager
regarding BMS alerts to
determine that the BMS was
configured to notify data center
staff via SMS alert or e-mail
alert when predefined
thresholds were exceeded on
monitored devices.

No exceptions noted.

Inspected an example BMS
SMS alert generated during the
review period to determine that
the BMS was configured to
notify data center staff via SMS
alert or e-mail alert when
predefined thresholds were
exceeded on monitored
devices.

Observed the UPS and
generator systems at the data
center to determine that power
management systems were in
place.

No exceptions noted.

No exceptions noted.

Inquired of the site manager
regarding the UPS and
generator systems to determine
that third party specialists
inspected the UPS and
generators at the data center
during the review period.

No exceptions noted.

Inspected the most recent UPS
and generator inspection
reports for the data center to
determine that third party
specialists inspected the UPS
and generators during the
review period.

No exceptions noted.
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2.06

2.07

2.08

2.09

Control Activity Specified

by the Service Organization

Fire detection and suppression
equipment is in place at the
data center.

Third party specialists inspect
fire detection and suppression
systems on an annual basis.

HVAC systems are in place at
each data center.

Third party specialists inspect
HVAC systems on an annual
basis.

Test Applied by
the Service Auditor Test Results

Observed the fire detection and
suppression equipment at the
data center to determine that
fire detection and suppression
equipment was in place.

Inquired of the site manager
regarding fire detection and
suppression equipment to
determine that third party
specialists inspected the fire
detection and suppression
equipment during the review
period.

Inspected the most recent fire
detection and suppression
equipment inspection reports for
the data center to determine
that third party specialists
inspected the fire detection and
suppression equipment during
the review period.

Observed the HVAC systems at
each data center to determine
that HVAC systems were in
place.

Inquired of the site manager
regarding HVAC systems to
determine that third party
specialists inspected the HVAC
systems at the data center
during the review period.

Inspected the most recent
HVAC systems inspection
reports for the data center to
determine that third party
specialists inspected the HVAC
systems during the review
period.

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.
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SECTION S

OTHER INFORMATION
PROVIDED BY
MANAGEMENT
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OTHER OFFERED SERVICES

Digital Realty provides the following services in addition to its data center services:

Digital Realty Data Center Interconnection Services

The data center interconnection services consist of services including, but not limited to, the following:
e Cross-Connect (Cross-Connect, Pack, Riser Fiber, Intra-customer Connectivity and Metro Cross-Connect)
¢ Digital Realty Internet Exchange (DRIX)
e Dedicated Internet Access (DIA)

e Service Exchange

Data Center Interconnection Products

Digital Realty cross-connect products enable customers to connect directly to a wide variety of communications
service providers, enterprises, or other customers. These products are typically provided for a recurring monthly
fee per connection. The Internet Exchange product enables customers to establish public or private peering with
other members of the Internet Exchange on a fully managed intermediary switch device. Digital Realty
interconnection products are predominantly direct connections via passive cross-connects, however, Digital Realty
also manages connectivity services for the convenience of our customers.

Remote Hands

Digital Realty’s Remote Hands Services are supported by a qualified team. They’re on the ground in the data center
where they can perform a wide range of remote management and troubleshooting tasks to keep the data center up
and running.

Business Continuity/ Disaster Recovery (BC / DR)

Digital Realty BC/DR solutions can serve as both primary and back-up facilities for a customer’s private cloud,
transaction systems, data repositories, etc. Digital Realty BC/DR solutions deliver diverse connectivity options from
numerous network providers to safeguard access to the computing engine even if one provider's service fails, as
well as provide back-up office space and work areas for team members to collaborate and drive results.

Custom Solutions

Digital Realty provides complete site selection, design and construction services to customers seeking custom data
center solutions. Digital Realty manages the process while mitigating the major risks associated with the customers
building their own facility, including financial, supply chain and construction risks. With Digital Realty, the customer-
driven design process ensures that the customer’s requirements are satisfied. Digital Realty also offers complete
real estate and acquisition services to customers with specific geographic and data center specification
requirements.

Digital Design Services

Digital Design Services offers customers complete design and construction services to build out a data center in a
facility owned by the customer. Customers benefit from Digital Realty’s POD Architecture® design, supply chain
and contracting partners to quickly and economically build the data center within the customer’s facility. The design
package, LEED-certified and PUE-optimized, enables customers to customize the key elements that the data center
requires.

Service Exchange™

Service Exchange, powered by Megaport, is a software-defined network (SDN) that allows a customer to establish
direct, private connections to multiple cloud service providers (including Amazon Web Services, Google Cloud and
Microsoft Azure), other participants of the platform, and other data centers on the connected network from a single
interface.
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Connected Campus

Digital Connected Campus refers to multiple Digital Realty-owned and operated facilities armed with scale,
colocation, and networking capabilities in close proximity to each other, strategically located in major metropolitan
markets.

MarketplacePORTAL

Digital Realty’s MarketplacePORTAL is an online marketplace and customer portal providing a comprehensive tool
for addressing every aspect of the customer data center deployment and management. Through this award-
winning, industry-leading platform, customers can gain access to the Digital Realty ecosystem and the latest portal
enhancements, enabling customers to spend less time on data center management and more time on scaling their
businesses.
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